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Pre-requisites

1. Make sure that you have been added to the following group, 6880-PRJ-ITAM-Tm-Me-
RW.

2. Also make sure that you have MS Access 2010 Installed on you workstation.

3. Also make sure that the correct skill has been selected to allow access to this database.

Copying the file.
Once the pre-requists have been met then go to the following location;

‘Q:\IT AccessMgmt Database’

& (:\IT AccessMgmt Database

File Edit \jew Favorites Tools  Help

Back ~ | il O Search Folders -5 |FCI|E|EI’ Sync
&/ F | g |

Address |I25) QT AccessMgmk Database

File and Folder Tasks ¥

V|G0

"R

Adrin Backup Data Metrics  D3L Database Impaort
Other Places ¥ (Dead)
SR
M3 HotFix Testing Working Area  Metrics, accdb

Figure 1 Location of file needed for the database client.

Copy the highlighted file (shown above), ‘Metrics.accdb’ to your ‘My Documents”, once copied
then open the file by double clicking on it or open with MS Access 2010.

Notes

All names bar mine have also been removed from the screen shots.

! There is code in the database to identify its location and the database will notify you if it has
been copied to the wrong place, before closing.
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Skills Chart

This is part of the ‘Metrics Admin’ database please contact one of the Admins to adjust your skill
set in the database.

[&] Matrix Access Control dBase o B

Admin Sereen | [5  Skills Matrix

Document Ovmer : C § Oakley-Goodall | IT Access Management |

Access 1 Access 2 JETEN  siaskr IR ETTR—
o = p Eed Q - - - (=] a Qo - ) 7] =z o = A - o @ = = o
1 2 = = >
FH | SE2] 8 = = 2 8 £ 2 2. 40 g £ gl 4 = =1 2] 8 5
d =l 2201 = A A A g % o F G4 @ B oo la 2l Bl B =
I 2] 2 2] = 2 9 = 2z z & s[4 d 5 £ o2 gl &1 ¢ 3
| | 2z 8 5 »= 2 ™ mESIEE c 2 BB RS 21 3] =
4 ?| 2] 2 9 ¥ < LT = f = gl 2] = 1 & =z
3| =f=c] & mo3 g A 2| = 2 5 @ 3 2 3
sK = = m = 2 2 = 5 s =
cl 2 = m g g o = £
@ = 3 o a @ o [=]
21 of » g S
al g s
) 2 s 2
=] I o =
= I 2
= 3
a2
Name 1 8 9 10 11 12 13 14 17 18 19

Craig Oakley-Goodall

I o
I

[2-Can Do with [>-Can Do Without [+-Can Train Others
support support

Figure 2 Metrics Admin Skills Matrix.

[-Received &
Key H ived training

This is an important part of the database and will allow you to be able to record your entries into
the database for the areas that you have been selected to work on. A printout of this is displayed
upon the wall please check that you have been give some roles in the database prior to using the
database.
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Loading screen.

[A] Matrix Access Contral dBase = 22

Access Control Metrics database

For use by authorised personnel only.

Current version of ; Client 1.11.

Database Designed and Implemeted by C S Oakley-Goodall.
Acknowledgements to Andrew Blackwell's "Metrics Spreadsheet”.

Figure 3 Loading Screen.

[A] Matrix Access Control dBase

Access Control Metrics database

For use by authorised personnel only.

Current version of ; Client 1.11.

Please copy the database;

from C:\Documents and Settings\coaklygo\Desktop to your,
'My Documents’ (i.e. C:\Documents and Settings\coaklygo\My Documents).

The database will now close!

Database Designed and Implemeted by C S Oakley-Goodall.
Acknowledgements to Andrew Blackwell's "Metrics Spreadsheet".

Figure 4 Loading Screen showing one of the messages.

This is the splash screens that if the pre-requisites of the database have been meet it will close
and move on to the main screen (timed event); else it will display a message that needs to be
followed to allow further access.
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Main Screen

@I Matrix Access Control dBase = = ==
Access Control's Matrix dBase
User T Access Control Tools

Requester B (cairoUR Ouiner Search __J
(icmber.> Groups ___J

(e S10UD 2 Members )

(e fAuthoriser Group Search _J

(LG Mass Search )

(mfACCOUNE Creation Checks )

(SN =13 (1% T —

QM AD Check )

e 2 FIM Window )

&'

Figure 5 Main Data entry screen shown at the start of a task.

[A] Matrix Access Control dBase o B OER
Access Control's Matrix dBase
User . Access Control Tools
Reqvester [ S04 QUL SRSl )
Date Received | Notification Type | v N Group > Members l
(e Authoriser Group Search _J
WRY 1 =SS S—
et Crsation Chocle )
M
$|
Track Status v

Figure 6 Main Data Entry screen shown with all fields displayed.

The form on the previous page controls the flow of tasks performed by the user, the image (fig 6)
above shows all the fields, these are shown as you progress though the task. The yellow shaded
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area changes dependent upon the task being performed in the database. From the image above
you can see 2 main sets of buttons, ‘Navigation’ and ‘Access Control Tools’.

‘Navigation’ buttons across the top of the main area;
e X - closes the database.
e ‘Pending : - shows how many pending task you have outstanding if you have any.
o  ‘Weekly, ‘Monthly’ and ‘All’ - display the current users past tasks that they entered into
the database.
e Scratch Pad’ - opens up an area for current task notes that you may need.
e and basic navigation buttons at the top right hand side.

‘Access Control Tools’ down the right hand side;

e ‘Group Owners Search’ — allows for searching of FIM? Imported data for partial group
name, folder name and owner.

e ‘Member > Groups’ — allows the entering of a User ID (CDSID) and it will list all the
groups that the user has access to (Data searched from Active Directory).

e ‘Group > Members’ — allows you to enter a group and it will list the current members.

e ‘Authoriser Group Search’ — allows the user to check a list of groups and see if the
current requestor is an owner of the groups that they are requesting access be granted
to.

e ‘LL6 Mass Check’ — allows you to check a list of CDSIDs for LL6+ approval level

e ‘Account Creation Check’ — allows you to see settings that are needed when setting up a
user account.

e ‘User Info Tool' — Database replacement for ‘SupaDupa’ AD? Check

e ‘Omni AD Check’ — allows the checking of any value in AD against any attribute, these
values are populated directly from Active Directory as a pull down list.

e ‘Open a FIM Window’ — opens an MS Access webobject that points to the FIM web
server.

e ?—Help Screen

Tasks can also be ‘re-assigned’ to other members of the team and appear in their pending
list (indicated by the ‘Pending : 3” button which shows I have 3 pending tasks that [ need
to attend to).

* Microsoft’s Forefront Identity Manager.
? Microsoft’s Active Directory.
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Quick Run though of a Task/Request.

[A] Matrix Access Contral dBase o B OER
Access Control's Matrix dBase
User T Access Control Tools

Requester I (cairoUp Ouiner Search __J
(atember > Groups )

(e S1QUP 2 Members )

(e fAuthoriser Group Search _J

(S TV 05T —

(i fACCOUNE Creation Checks )

(SN =73 13 11—

O AD Check )

(e OEn 2 FM Window )

Figure 7 The Main Task Processing form in its initial state.

Each task entry starts off as above, pre-filling the logged on user and then jumping to the
‘Authorised by’ pull down box. Here you can enter the requestors User ID. The Data
entered here is checked against Active Directory against and a list of ‘authoriser
managers’.
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Reguester ~+ VIP

Reqguest Area Access 1 + PLO - Pipelines - Delete W
Date Received 14/11/2012 Notification Type Email v

Requester £

Reguest Area Access 1 + | PLO - Pipelines - Delete L
Date Received 14/11/2012 Notification Type Email w

Reguester ! w

Reguest Area + PLO - Pipelines - Delete |
Date Received 14/11/2012 Notification Type Email v

Shown above is the the requester field is the 3 colour states for Authorisation levels;

e Green indicates a ‘“VIP,

e Amber indicates an ‘LL6+’ manager who is not a ‘VIP’,

e Red indicates a user who is not a VIP or an LL6+ approver.
If a requester is not an LL6+ Approver then you will be prompted to override this to carry
on. I am now able to select the request area, looking at the ‘Skills Chart’ Fig 1. You will
see that I have access to all of the areas so I am able to select any of the areas that are
applicable to me.

Assigned User coaklygo

Requester coaklygo “
Reqguest Area + Shared Area - User access - Grant w
Date Received 14/11/2012 Motification Type Email w

shared Area Group
Group Name £

CDSID View all Owner Groups for 'Requester’

The ‘Date Received’ field can be changed, but by default it is set to now. ‘Notification
Type’ here you can select how the request was received and enter the reference number if
supplied in the box next to it. Above | have selected ‘Access 1° and then ‘Shared Area —
User Access Grant’, the yellow area shown in Fig 5 now contains the details I need to fill
specific to this task. The ‘Group Name’ pull down field contains all the shared areas that
the requester (me in this case) can grant access to (showing both AD Group names and
associated network paths that are listed in FIM). You can also overtype and put in a
group that is being queried and it will check the group and if I am not that owner it will
give me a list of owners. This is the option that I will take as shown below it
automatically gathers the information for the group entered (this information will be
combined into the email to be sent).
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Shared Area Group
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I then click on the ‘Automate Current Task’ button, at which point it will look at the type
of task selected and either perform the action based upon the type of task is needed, in
this case if I were a valid authoriser it would open up a FIM window with the group pre-
selected and allow me to add the requested user to the specified group. At this point it
reveals a ‘Track Status’ pull down where I can select the appropriate status and then click
on the ‘Create Email’ button, which uses the information entered to create an email from
a template for the task selected.

S ——

Track Status Investigated W

".- Create Email '

You are then presented with a dialogue box as below. Which will generate the text
shown into the clipboard, to allow pasting into the email client (JLR use a web based
client).

Copy template email to clipboard, [ N.B. Use Ctrl + ¥.)?

@ Good afternoon Craig,

The fFollowing action has not been processed:
Further ko wour request, regretfully we can not grant access tao this area as you are nok an owner of ;4T

Please contact one of the Following People :

e

PR

‘Your Request was for

Shared Area - User access - Grant ; coaklygo to Aeknsmiisoimi

Should you require any further assistance, please email Accessl or contact the helpdesk on 015,
Kind regards,

Craig Qakley-Goodall

Access 1 Adminiskrakar

When you have either clicked on ‘yes’ or ‘no’, the current task is updated with your
choice and ‘Next New Task’ button is displayed.

Your Request was tor:

Track Status Investigated v

:"_ Create Email ' L Next Hew Task i
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The Email Broken Down with sources of data highlighted.

Good afternoon® Craig’,

The following action has not been processed:

Further to your request, regretfully we cannot grant access to this area as you are not an
owner of : XXXXXXXXXXXX

Please contact one of the following People :

XXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXO

Your Request was for :
Shared Area - User access - Grant : coaklygo to XXXXXXXXXXXX

Should you require any further assistance, please email Accessl or contact the helpdesk
on 015.

Kind regards,
Craig Oakley-Goodall®

Access 1° Administrator

There are email templates setup up for all the tasks that the user can select in the
database, once the task has been completed or investigated.

* Generated by the local computer time.

3 Active Directory lookup on User Forename.

% Generated from DLOOKUP on the group requested.

7 Generated from the pull downs and data typed into the form.
¥ Active Directory look up of Forename and Surname.

® Type of task that I am performing for this request.
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Scratch Pad

=2] Scratch Pad Mot Saved = B 2

Figure 8 Scratch Pad (pop out and resizable).

This is a temporary area for putting data that is needed for complex tasks it can be used
between multiple tasks and allows for reminders in parts of a task that has yet to be
completed. The form can be dynamically resized.
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Group Owners Search

A prompted search that allows the searching of group name or path or owner and will
give the results in a datasheet view. Please note that wildcard searches use ‘%’.

Enter Parameter Value |E|[z| Enter Parameter Value |E|[E|
Enter R RO ar % Craner COSID

Member > Groups & Group > Members

‘Member > Groups’ will list all the groups that the user has access to. ‘Group > Members’ will list
the current members of a chosen group.

Enter Parameter Value |E|[Z| Enter Parameter, Value |E|[Z|

Flease enter COSID Plzase enter groupnare

[ Ok, ][ Cancel ] [ Ok, ][ Cancel ]

These two buttons, prompt for the entry of a single User ID (CDSID) or AD group name
and will give you the results of that search in another window (Datasheet view). So that
the information when requested can be copied and sent to the requestor.

Authoriser Group Search
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@Authcriﬁeerup Search = = OE2
Select the 'groups' column and paste the groups into the table
that you wish to check, then click on 'Do Search' button belo

CDSID of Authoriser

groups -
* w

Record: W 1ofl H {% Mo Filter | Search

%

CDSID of Authoriser

Single Group Check

%

Figure 9 Authoriser Group Search initial screen

This screen allows the checking of a single or multiple groups (copy and pasted into the
top area or by using the pull down and finding the group) against the requester/authoriser,
and will show the groups that they own and who is the owner of groups that they don’t
own. The screen shots below show the 2 differing variants and the layout to expect.
Buttons explained, ‘Do Group Search’ and ‘Do Single Search’ initiates the search and
‘Reset Search’ resets the form back to the initial screen shot. Note that in both searches
that the owners User ID / CDSID is copied from the main data form.
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-
Authoriser Group Search o B O3
Select the 'groups’ column and paste the groups into the table Authoriser is Owner of :
that you wish to check, then click on 'Do Search' button below. Authoriser is Owner -

CDSID of Authoriser
groups -
* 4

Record: 14 4 bbb | "% Mo Filter | Search
Authoriser not Owner of :
groups - |Group manz - |Group Owne -
Record: 4 4 1of1l [ T | ik No Filter | Search
[Record: 14 4[ | b+ » [ W NoFilter |[Search

Figure 10 Group Search layout.

Authoriser Group Search o B ER

Authoriser is Owner of :
GroupMame -

|Record: M 4 1ofl oMb | K Mo Filter | Search |

Authoriser not Owner of :
GroupName - |Group manager - Group Ow

CDSID of Authoriser

Single Group Check |Record: W ¢ 1ofl  + M+ | G HoFilter | Search [<1»]

Figure 11 Single Search layout.
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LL6 Mass Check

[A] Matrix Access Control dBase o B R

coaklygo hd
*

Record: M ¢ 10f2 » Mok | Mo Filter | Search

Figure 12 LL6 Mass Check layout search view

Follow the instructions on the form then click on the ‘Search’ button.

[&] Matrix Access Control dBase o B R

Select the "CDSID' column and paste the CDSIDs into the table below that you wish to check, then click on "Search’ button.

...................................................................................................... W.
CDSID  ~ | LL6Check -~ Home Drive ~ | Group Owner -
LL&6+ 1]
coaklygo 0

Figure 13 LL6 Mass Check layout reset view

Clicking on the now ‘Reset’ button, resets the form back to the search state.
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Omni AD Check & Account Creation Check

=] Omni AD search = B 23
Tools Omni AD Search
SearchlD - ObjectType = SearchAttrit = | SearchValue -
User cn coaklygo
* (New)
Record: M 1ofl EHR % Mo Filter | Search
Attribute -
accountExpires b
displayMame
homeDirectory
memberOf
*
Record: M 1of4d LA % Mo Filter | Search
Do Search ‘ He!E on I_lsaae '
Code by A Blackwell and C Oakley-Goodall

Figure 14 Omni Search Tool (pop out).

This is the most complexed form that the database has and allows the searching of
Micrsosoft’s Active Directory in multiple ways to list all the various combinations here
would be beyond this document’s scope, but is will allow the searching of all AD objects
with all the available attributes to those objects and display the results of those objects,
with certain limitations to some attributes. This includes ones that have been added for
organisational usage. The ‘Account Creation Check’ prefills the attributes table with set
values.
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Open a FIM Window

[A] Matrix Access Control dBase

FIM - Shared Area

o B O

‘Welcome Oakly-Goodall, Craig (C] ~ | e

[&] Mmatrix Access Control dBase

FIM - Shared Area

Search Result

Home
My Profile '\-‘,:{
JLR Users Details

I~ Display Name «

Security Gi
HYECTEES [~ Oskley-Goodall Craig

My 5Gs (0) (COG)

My SG Memberships

Requests & Approvals
Manage My Requests

Approve Requests (0]

Selected Items:

Home Security Groups
My Profile ;".' Y x’ . ﬁ / Search for: Search within:
gk ue l@ &2 a2 =X 8| IAH Security Groups |
JLR Users New Details Delete Join Leave Add Remove Advanced Search ¥
Member Member

LSS [~ Display Name Description Domain Group Owner Folder

My SGs (0]

My SG Memberships
Requests & Approvals Find the security groups you want

Manage My Requests using the Search above.

A) Ri t:

R Or click Mew to create a new security group.
Figure 15 Web Object showing FIM with security groups open (resizable).
o B O

Welcome Oakly-Goodall, Craig (T} « | e

Search within:

ﬂ | IAII users (no create) LI
Advanced Search ¥

Search for:

coaklyge

Account Mame Phone Number E-mail Reports To Location Global ID

COAKLYGO cozklygo@jaguarlandrover.com G834

Pagel_l ofl 4 4 kbl

1 items total

Figure 16 Web Object showing FIM with users open (resizable).
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Help Screen

This is just a help and informational screen that displays various pieces of information and the
field types that are used when using this database, with an Easter egg on the ‘?’ page.

=5] About and Help Screen = B OER

Info | Type of fields used | ?

Access Control Metrics dB

For use by authorised personnel only.

Database version.

Current version of ; Client 1.11.

Type of fields used | ?

Locked field coaklygo
Pull Down Field

Tick Box O

Date Field

“
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=5] About and Help Screen = B

Type of fields used |
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